
SPARTA USER GROUP MEETING.   JUNE 2021

• Learn about the latest innovation from NewEra Software, Inc.

• Agenda:
• Short product review.

• Introduction to the issues going forward.

• Finding a better way. 

• Glennon Bagsby GHB@NEWERA.COM

0



THE NewEra products

The Control Editor (TCE)
Image Focus (IFO)

Integrity Controls Environment
(ICE)

https://www.youtube.com/channel/UCqmLWrvyn0n_49Fbpi-74uA


NewEra Software –Our Mission

NewEra Software continues to support z/OS professionals by helping them 
maintain the highest levels of operational integrity and readiness of their z/OS 
environment. We do this by providing innovative products and unique tools 
that monitor, protect, and evaluate the most critical datasets and assets of the 
z/OS Platform with the Integrity Controls Environment (ICE).



3



Stand Alone Environment  SAE. 

Repair IPL failures
IPL directly from DASD  TAPE  CDROM  USB drive   Network File
Terminal interface on HMC Integrated console or 3270
Single USER ISPF like interface
EDIT functions for PDS datasets
ERASE of DASD volumes

New interface to Image Focus.   SAEBATA

Another First in Innovation, Quality and Service
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Image Focus  IFO

Inspects configuration files
SYSPLEX, z/OS, JES, VTAM, TCP/IP, CICS
SERVAUT,  PAGENT
PROGRAM FAULTS,  ie…S047 ABENDS
CSFPRMxx for ICSF Inspections

Creates profiles and history of configurations to detect changes.
Detects Dynamic changes not harden into PARMLIB members.

New BATCH jobs ICEBATA and SAEBATA

Another First in Innovation, Quality and Service
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The Control Editor   TCE

Can provide additional levels of control of events to critical datasets and files.
Multi Factor Access controls (MFE)
Member level access rights by USERID
Email notifications to stake holders
Can enforce documentation standards

Provides automatic backup of changes (versions)
Provides for compare and restore functions

Provides for standard and query base reporting from journals.  

Another First in Innovation, Quality and Service
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z/OS LPAR

TSO/ISPF

Multi-Factor Edit (MFE) – Edit & Fully Control

Datasets & Files

Libraries 

RACF - ACF2 - Top Secret

TCE Controlled Categories*

Controlled Categories and Journals

*NIST - Dependency Mapping
SP 800-207 August 2020
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z/OS LPAR

TSO/ISPF

Multi-Factor Edit (MFE) – Edit & Fully Control

Datasets & Files

Libraries 

RACF - ACF2 - Top Secret

TCE Controlled Categories*

Passticket
OTP

Permit?

Controlled Categories and Journals

*NIST - Dependency Mapping
SP 800-207 August 2020

* Excessive access checking - The 
core part of protecting z/OS from 
malicious, hurtful activities. (ZTA)
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z/OS LPAR

TSO/ISPF

Multi-Factor Edit (MFE) – Edit & Fully Control

Datasets & Files

Libraries 

RACF - ACF2 - Top Secret

TCE Controlled Categories*

Passticket
OTP

Challenge Permit?

Delivery Options: 1)Email or 2) NoEmail
Full Token Token Suffix

Private PIN Registered With ICE

Controlled Categories and Journals

The MFE

*NIST - Dependency Mapping
SP 800-207 August 2020

* Excessive access checking - The 
core part of protecting z/OS from 
malicious, hurtful activities. (ZTA)
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LPARn

LPAR and Sysplex Inspections Policy Decision and Enforcement Points

Inspection Logs, Baselines & Clusters Controlled Categories and Journals

SYSn

The ICE Dataspace

EXCW(E)



L PARn

Inspection Logs, Baselines& Sysplex Clusters Resource Categories* and Event Journals

The ICEDataspace

Automated System Configuration Inspection ResourcePolicy Decision & Enforcement Points

SYSn

ICE

ICEModernization

ICEDirect–VTAMBasedInterface to the ICEDataspace:
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TSO/ISPF

Multi-Factor Edit

Edit & Fully Control

Cloud

Multi-Factor ICE

Browse & Some Control

TCP/IPTN3270

L PARn

Inspection Logs, Baselines& Sysplex Clusters Resource Categories* and Event Journals

The ICEDataspace

Automated System Configuration Inspection ResourcePolicy Decision & Enforcement Points

SYSn

(MFE) (MFI)

* Zero-Trust Architecture (ZTA) - NIST SP800-207August 2020: 1) DependencyMapping; 2) Excessiveaccess checking - The core parts of protecting z/OSfrom malicious,hurtful activities.

ICEDirect–A3270andCloudBasedInterface to the ICEDataspace

ICEModernization



Welcometo ICEDirect–Safari, Firefox,Edgeand/or Chrome:

ICEModernization



• The Integrity Controls Environment (ICE) is a purpose-built, proprietary z/OS software

utility, developed and maintained byNewEraSoftware.

• It contains NO public domain source code, exclusively supports two primary

applications: ImageFOCUS(Inspections) and The Control Editor (ResourceControl).

• Its installation package is digitally signed with an encoded HASH. This “Digital Key” is

asynchronously delivered electronically and is used to verify that the package was not

tampered with prior to installation.

• All components of an ICE install, are programmatically *Closed* to all others with NO

external servers required.

Consider –Apache, Tomcat, Liberty Servers & Zowe –Open to all and all likely to contain public domain source.

TheIntegrity Controls Environment (ICE)–Development Directives:

ICEModernization



MPE
Framework

TSO/E

Rexx
ICEDirect

MPE
Framework

TSO/E

Rexx
ICEDirect

MPE
Framework

TSO/E

Rexx
ICEDirect

ICE
Server

Cloud

M

P

E

F

r

a

m

e

w

o

r

k

T

C

P

/  

I

P

W

o

r

k

M

a  

n

a  

g

e  

r

H

T

T

P

/

S

S

W
e  

r
E v

B e  

r

HTML, HELP, CSS  

JS, IMAGE, PDF,  

REXX

z/OSLPAR

X

M

E

M

X

M

E

M

MVSDASD

Mainframe ESM Browser/Cloud

MFI

AT-TLS n

Vault

ICEServerId

UserId

UserId

UserId

IPSec

Audit Logs

OutageEvents

OTP

”Time Out”

Encoded Rexx

HTTPS
Cookie

Security - Under the Covers:

Content Security Policy – In Browser  

Session Token – In Browser

Inline nonce– In Java Script  

CSRF– In HTMLForm, <ahref=  

Request - GETand/or POST

Control Journal

MVSDASD
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Multi-Factor ICE (MFI) – Browse & Some Control

z/OS LPAR

Browser

The ICE Dataspace

Control Journals

LPARn

SYSn

Inspection Logs

RACF - ACF2 - Top Secret

z/OSMF - A “Best Practices” Option

z/OS
Authentication

* Excessive access checking - The 
core part of protecting z/OS from 
malicious, hurtful activities. (ZTA)
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Multi-Factor ICE (MFI) – Browse & Some Control

z/OS LPAR

Browser

The ICE Dataspace

Permit?

Control Journals

LPARn

SYSn

ICEDirect

Inspection Logs

RACF - ACF2 - Top Secret

z/OSMF - A “Best Practices” Option

z/OS
Authentication

* Excessive access checking - The 
core part of protecting z/OS from 
malicious, hurtful activities. (ZTA)

Z/OSMF & ICE
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Multi-Factor ICE (MFI) – Browse & Some Control

z/OS LPAR

Browser

The ICE Dataspace

Passticket
OTP

Permit?

Delivery Options: 1)Email or 2) NoEmail
Full TokenToken Suffix

Private PINRegistered With ICE

Control Journals

LPARn

SYSn

ICEDirect

Inspection Logs

RACF - ACF2 - Top Secret

z/OSMF - A “Best Practices” Option

z/OS
Authentication

* Excessive access checking - The 
core part of protecting z/OS from 
malicious, hurtful activities. (ZTA)

Z/OSMF & ICE



Security–OntheWebjust asintheReal World:



SPARTA USER GROUP MEETING.   JUNE 2021

• Learn about the latest innovation from NewEra Software, Inc.

• Agenda:
• Short product review.
• Introduction to the issues going forward.
• Finding a better way. 

• THANK YOU FOR ATTENDING

• Glennon Bagsby GHB@NEWERA.COM
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